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OBJECTIVES:
The student should be made to:

Learn to implement the algorithms DES, RSA,MD5,SHA-1
Learn to use network security tools like GnuPG, KF sensor, Net Strumbler

LIST OF EXPERIMENTS:

1. Implement the following SUBSTITUTION & TRANSPOSITION TECHNIQUES
concepts:
a) Caesar Cipher
b) Playfair Cipher
¢) Hill Cipher
d) Vigenere Cipher
e) Rail fence — row & Column Transformation
2. Implement the following algorithms
a) DES
b) RSA Algorithm
¢) Diffiee-Hellman
d) MD5
e) SHA-1
3. Implement the Signature Scheme - Digital Signature Standard
4. Demonstrate how to provide secure data storage, secure data transmission and for
creating digital signatures (GnuPG)
5. Setup a honey pot and monitor the honeypot on network (KF Sensor)
6. Installation of rootkits and study about the variety of options
7. Perform wireless audit on an access point or a router and decrypt WEP and WPA.
( Net Stumbler)

8. Demonstrate intrusion detection system (ids) using any tool (snort or any other s/w)

TOTAL: 45 PERIODS
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OUTCOMES:

At the end of the course, the student should be able to:

Implement the cipher techniques
Develop the various security algorithms

Use different open source tools for network security and analysis

LIST OF HARDWARE REQUIREMENTS & SOFTWARE REQUIREMENTS
SOFTWARE REQUIREMENTS

C

C++

Java or equivalent compiler GnuPG
KF Sensor or Equivalent

Snort

Net Stumbler or Equivalent

HARDWARE REQUIREMENTS

Standalone desktops (or) Server supporting 30 terminals or more
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INDEX
S.No. Name of the Program Page No. Staff Signature Remarks
1(A) | Caesar Cipher
1(B) Playfair Cipher
1(C) Hill Cipher
1(D) | Vigenere Cipher
1(E) Rail fence — row & Column
Transformation
2(A) Data Encryption Standard(DES)
2(B) RSA Algorithm
2(C) Diffiee-Hellman Algorithm
2(D) | MD5
2(E) | SHA-1
3 Implement the Signature Scheme
for Digital Signature Standard
4 Demonstrate how to provide secure
data storage, secure data
transmission and for
creating digital signatures (GnuPG)
5 Setup a honey pot and monitor the
honeypot on network (KF Sensor)
6 Installation of rootkits and study
about the variety of options
7 Perform wireless audit on an access
point or a router and decrypt WEP
and WPA
('Net Stumbler)
8 Demonstrate intrusion detection
system (ids) using any tool
(snort or any other s/w)
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EX. NO: 1(A)
IMPLEMENTATION OF CAESAR CIPHER

AlM:

To implement the simple substitution technique named Caesar cipher using C language.

DESCRIPTION:

To encrypt a message with a Caesar cipher, each letter in the message is changed
using a simple rule: shift by three. Each letter is replaced by the letter three letters ahead in
the alphabet. A becomes D, B becomes E, and so on. For the last letters, we can think of the
alphabet as a circle and "wrap around". W becomes Z, X becomes A, Y beccmes B, and Z

becomes C. To change a message back, each letter is replaced by the one three before it.

EXAMPLE:

ALGORITHM:

STEP-1: Read the plain text from the user.

STEP-2: Read the key value from the user.

STEP-3: If the key is positive then encrypt the text by adding the key with each
character in the plain text.

STEP-4: Else subtract the key from the plain text.

STEP-5: Display the cipher text obtained above.

PROGRAM: (Caesar Cipher)

#include <stdio.h>
#include <string.h>
#include<conio.h>
#include <ctype.h>
void main ()
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char plain[10], cipher[10];

int key,i,length;

int result;

clrscr () ;

printf ("\n Enter the plain text:");

scanf ("%s", plain);

printf ("\n Enter the key value:");

scanf ("%d", &key):

printf("\n \n \t PLAIN TEXt: %s",plain);

printf("\n \n \t ENCRYPTED TEXT: ");

for(i = 0, length = strlen(plain); i < length; i++)
{
cipher[i]=plain[i] + key;
if (isupper (plain[i]) && (cipher[i] > 'Z'))
cipher[i] = cipher[i] - 26;
if (islower (plain[i]) && (cipher[i] > 'z'))
cipher[i] = cipher[i] - 26;
printf ("%c", cipher[i]);
}
printf("\n \n \t AFTER DECRYPTION : ");

for (i=0;i<length;i++)
{
plain[i]=cipher[i] -key;
if (isupper (cipher[i]) &&(plain[i]<'A"'))
plain[i]=plain[i]+26;
if (islower (cipher[i]) &&(plainf[i]<'a'))
plain[i]=plain[i]+26;
printf ("%c" ,plain[i]) ;

}

getch() ;

}
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OUTPUT:

cv Turbo C++ IDE

Enter the plain text:hello

Enter the key value:3

PLAIN TEXt: hello
ENCRYPTED TEXT: khoor
AFTER DECRYPTION : hello

RESULT:

Thus the implementation of Caesar cipher had been executed successfully.
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EX. NO: 1(B)
IMPLEMENTATION OF PLAYFAIR CIPHER
AlLM:

To write a C program to implement the Playfair Substitution technigue.
DESCRIPTION:

The Playfair cipher starts with creating a key table. The key table is a 5x5 grid of
letters that will act as the key for encrypting your plaintext. Each of the 25 letters must be

unique and one letter of the alphabet is omitted from the table (as there are 25 spots and 26

letters in the alphabet).

To encrypt a message, one would break the message into digrams (groups of 2 letters)
such that, for example, "HelloWorld" becomes "HE LL OW OR LD", and map them out on
the key table. The two letters of the diagram are considered as the opposite corners of a
rectangle in the key table. Note the relative position of the corners of this rectangle. Then

apply the following 4 rules, in order, to each pair of letters in the plaintext:

1. If both letters are the same (or only one letter is left), add an "X" after the first letter

2. If the letters appear on the same row of your table, replace them with the letters to
their immediate right respectively

3. If the letters appear on the same column of your table, replace them with the letters
immediately below respectively

4. If the letters are not on the same row or column, replace them with the letters on the
same row respectively but at the other pair of corners of the rectangle defined by the

original pair.

EXAMPLE:

D. Playfair Cipher
Examplet: Plaintext: CRYPTO ISTOO EASY Key=INFOSEC  Ciphertext: 77

Groupedtext: CR YP TO IS TO XO EA &
Ciphertext: AQ TV.YB NI YB YF CB 0Z

IWJ|N|[F|O|S
BREN A (8 [ D
T ITEERE
BEEEREAE
NIwl®ly 2
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ALGORITHM:

STEP-1: Read the plain text from the user.

STEP-2: Read the keyword from the user.

STEP-3: Arrange the keyword without duplicates in a 5*5 matrix in the row order and
fill the remaining cells with missed out letters in alphabetical order. Note that
‘i” and ‘j’ takes the same cell.

STEP-4: Group the plain text in pairs and match the corresponding corner letters by
forming a rectangular grid.

STEP-5: Display the obtained cipher text.

PROGRAM: (Playfair Cipher)

#include<stdio.h>

#include<conio.h>

#include<string.h>

#include<ctype.h>

#define MX 5

void playfair(char chl,char ch2, char key[MX] [MX])
{

int i,j,w,x,y,2;

FILE *out;
if ((out=fopen ("cipher. txt", "a+") )==NULL)
{
printf ("File Currupted.");
}
for (i=0;i<MX;i++)
{
for (j=0; j<MX; j++)
{
if (chl==key[i] [j])
{
w=i;
x=j;
}
else if (ch2==key[i][]j])
{
y=i;
z=j;
}1}
//printf ("%d%d %d3d" ,w,x,y,z);
if (w==y)
{
x=(x+1) $5;z=(z+1) %5;
printf ("%c%c" , key[w] [x]  key[y]l [z])
fprintf (out, "%c%c",keylw] [x], keyly]l[z])
}
else if (x==2z)
{
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w=(w+1l) $5;y=(y+1) %5;
printf ("%c%c" key[w] [x] ,key[y][z]);
fprintf (out, "%c%c",key[w][x], keyly]l[z])

else

printf ("%c%c" ,key[w] [z] ,key[y] [x]);
fprintf (out, "%c%c",keylw][z], keyly][x])
}
fclose (out) ;
}
void main ()
{
int i,j,k=0,1,m=0,n;
char key[MX] [MX] ,6 keyminus[25] ,keystr[10],str[25]={0};
char
alpa[26]={'A','B','C','D','E','F','G','H','I','J",'K','L"
,'M','N",'O','P",'Q",'R",'S",'T",'U', 'V, W', X", "Y', 'Z"}
; eclrscr();
printf ("\nEnter key:"):;
gets (keystr) ;
printf ("\nEnter the plain text:");
gets(str) ;
n=strlen (keystr) ;
//convert the characters to uppertext
for (i=0; i<n; i++)
{
if (keystr[i]=="3j')keystr[i]="1i";
else if (keystr[i]=='J"')keystr[i]="'TI";
keystr[i] = toupper (keystr[i]);
}
//convert all the characters of plaintext to uppertext
for (i=0; i<strlen(str); i++)
{
if(str[i]=="j'")str[i]="1i";
else if(str[i]l=='J")str[i]="1";
str[i] = toupper(str[i])
}
j=0;
for (i=0;i<26;i++)
{
for (k=0;k<n;k++)
{
if (keystrl[k]==alpalil])
break;
else if (alpa[i]=='Jd")
break;
}
if (k==n)
{
keyminus[j]=alpal[i];j++;
}
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//construct key keymatrix
k=0;
for (i=0;i<MX;i++)
{
for (j=0; j<MX; j++)
{
if (k<n)
{
key[i] [j]1=keystzr[k];
k++;}
else
{
key[i] [j]=keyminus[m] ;m++;
}
printf("$c ",key[il[j]);
}
printf("\n") ;
}
printf ("\n\nEntered text :%s\nCipher Text :",str);
for (i=0;i<strlen(str) ;i++)
{
if(str[i]=='J")str[i]="'1";
if(str[i+l]=="'\0")
playfair(str[i], 'X', 6 key)
else
{
if(str[i+l]=='J"')str[i+l]='1";
if(str[i]==str[i+1])
playfair(str[i], 'X' 6 key)
else
{
playfair(str[i],str[i+1],6key) ;i++;
}}

getch() ;
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OUTPUT:

e Turbo C++ IDE

» key-hello

+ the plain text:cse

Cipher Text :DRLU_

RESULT:

Thus the Playfair cipher substitution technique had been implemented successfully.

12
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EX. NO: 1(C)
IMPLEMENTATION OF HILL CIPHER

AIM:
To write a C program to implement the hill cipher substitution techniques.
DESCRIPTION:

Each letter is represented by a number modulo 26. Often the simple scheme A =0, B
=1... Z= 25, is used, but this is not an essential feature of the cipher. To encrypt a message,
each block of n letters is multiplied by an invertible n x n matrix, against modulus 26. To
decrypt the message, each block is multiplied by the inverse of the m trix used for
encryption. The matrix used for encryption is the cipher key, and it shotld be chosen

randomly from the set of invertible n x n matrices (modulo 26).

EXAMPLE:
2 45 y 171 15
b2 19 | =1 b7 | (mod26)=1| b | = PFO
517 7 19 456 14
ALGORITHM:

STEP-1: Read the plain text and key from the user.

STEP-2: Split the plain text into groups of length three.

STEP-3: Arrange the keyword in a 3*3 matrix.

STEP-4: Multiply the two matrices to obtain the cipher text of length three.
STEP-5: Combine all these groups to get the complete cipher text.

PROGRAM: (Hill Cipher)

#include<stdio.h>
#include<conio.h>
#include<string.h>
int main () {
unsigned int a[3][3]={{6,24,1},{13,16,10},{20,17,15}};
unsigned int b[3][3]={{8,5,10},{21,8,21},{21,12,8}};
int i,j, t=0;
unsigned int c[20],d[20];
char msg[20];
clrscr();
printf ("Enter plain text\n ");
scanf ("%$s" ,msqg) ;
for (i=0;i<strlen (msg) ;i++)
{ c[i]=msg[i]-65;
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printf("sd ",c[i]);

}
for (i=0;i<3;i++)
{ t=0;
for (3j=0;3<3;j++)
{
t=t+(al[i]l [j]l*c[]]);
}
d[i]=t%26;
}

printf ("\nEncrypted Cipher Text :");
for (i=0;i<3;i++)

printf (" %c",d[i]+65);

for (i=0;i<3;i++)

{
t=0;
for (3j=0;3<3;j++)
{
t=t+(b[i] [j]1*d[]j])
}
c[i]=t%26;
}

printf ("\nDecrypted Cipher Text :");
for (i=0;i<3;i++)

printf (" %c",c[i]+65);

getch() ;

return O;

}

OUTPUT:

GRICINTTRNNNNNN . oo

Encrypted Cipher Text :
Decrypted Cipher Text =

RESULT:

Thus the hill cipher substitution technique had been implemented successfully in C.

14
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EX. NO: 1(D)
IMPLEME TATION OF VIGENERE CIPHER

AIMC
To implement the Vigenere Cipher substitution technique using C program.
DESCRIPTION:

To encrypt, a table of alphabets can be used, termed a tabula recta, Vigenére square,
or Vigeneére table. It consists of the alphabet written out 26 times in different rows, each
alphabet shifted cyclically to the left compared to the previous alphabet, corresponding to the
26 possible Caesar ciphers. At different points in the encryption process, the cipher uses a
different alphabet from one of the rows. The alphabet used at each point depends on a

repeating keyword.

Each row starts with a key letter. The remainder of the row holds the letters A to Z.
Although there are 26 key rows shown, you will only use as many keys as there are unigue
letters in the key string, here just 5 keys, {L, E, M, O, N}. For successive letters of the
message, we are going to take successive letters of the key string, and encipher each message
letter using its corresponding key row. Choose the next letter of the key, go along that row to
find the column heading that matches the message character; the letter at the intersection of
[key-row, msg-col] is the enciphered letter.

EXAMPLE:

ARBCDID E FGII I TR LMWNOMQR S TOWWERE Y Z
M| A D I @ I & II L J E T M 2 2 I 3 I1L E T TT %5 W X w &
Bl ol I8 F G [ J KLBMMBIDFEF:ZIRS1T UV XY XA
C|Cc F O H I JT K LMD P QRS T DT W WXN v £ AB
| D E SO I K L RN O P @ E T JW WX = 2 4 B C
BE|E F H T JIXTLMMNMOPMEAESETDWVWIEVEA=RTCD
F|F < I JKLMNOQPQRSTIVWX Y Z A B CD E
Lo L =} J oM L MINODEF Qg FE OB LU LW OW N Y = A B O T
EL) LMNCPQGRST JI¥ WX Y Z 4B = F G
L|1 1 LMNOPFPQRRESTUY WIEY = AEBECDETFGCGH
[ I I I e S B S s T R A W P SO T R N B B e I LS R o
KIEKLMNOPQRESTUVWXY 2 ABCD ZF G XL -
LLMNOFPQ@:®A ST LWWX Y E &L IFOCLDISFGGE L JK
MMNOPQRSTUIUY WX YZABCD=E=FGHEI I KL
NNOPQRLSTUVWXY ZABCDEZF S EZI I LM
OO PQRS TITVHIXYZ ABCQDERGI T 1K IMN
PIPQASTUVWX Y Z ABCDEF ZTEI JTEILDMMNO
QI B S T J VWX Y ZASCDODEFGEHLJI XKL XOEP
R|AE S TUOVWXYZABCDEFCCHTIT J1KLMMNOPIQ
S|Ss TUVWXYZABCDEFGHI IKLMNGSIFPFGR
TITUWVWX Y ZABCDREFGEREIT JITKILMNDP QRS
UT VWX Y ZABCDEF =3I I KELMMNOIFP 2 %S T
WV OW X Y Z A B CDEER I3 LR LMNCITQR S LU
WW X Y Z ABCRDEFOE - JKLKMMNOF QR § T OV
HIN W O F A R OCTYRE P OGCGHT I OETIW N DT g RS T I W W
(Y P2 oA T O™ R T O TT T T R L WSRO R FE R T O W WX
Z|lZASCOEFGHI ZJKLMNOPQRSTU WV WX Y
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ALGORITHM:

STEP-1: Arrange the alphabets in row and column of a 26*26 matrix.

STEP-2:

STEP-3:

STEP-4:

STEP-5:

STEP-6:

STEP-T:
STEP-8:

PR

RAM:

Circulate the alphabets in each row to position left such that the first letter is

attached to last.

Repeat this process for all 26 rows and construct the final key matrix.

The keyword and the plain text is read from the user.

The characters in the keyword are repeated sequentially so as to match with

that of the plain text.

Pick the first letter of the plain text and that of the keyword as the row indices

and column indices respectively.

The junction character where these two meet forms the cipher character.

Repeat the above steps to generate the entire cipher text.

(Vigenere Cipher)

#include <stdio.h>
#include<conio.h>
#include <ctype.h>
#include <string.h>
void encipher() ;
void decipher() ;
void main ()

{

void

int choice;
clrscr();
while (1)

{

}

printf ("\nl. Encrypt Text");
printf ("\t2. Decrypt Text");
printf ("\t3. Exit");

printf ("\n\nEnter Your Choice
scanf ("%d", &choice) ;

if (choice == 3)

exit (0) ;

else if(choice == 1)
encipher () ;

else if(choice == 2)
decipher () ;

else

")

printf ("Please Enter Valid Option.");

encipher ()

unsigned int i,j;
char input[50],key[10];
printf ("\n\nEnter Plain Text: ");
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scanf ("%s" ,input) ;
printf ("\nEnter Key Value: ");
scanf ("%$s" ,key) ;
printf ("\nResultant Cipher Text: ");
for (i=0,3j=0;i<strlen (input) ;i++, j++)
{
if (j>=strlen (key))
{ j=0;
}
printf ("%c", 65+ (( (toupper (input[i]) -65) + (toupper (key[j]) -
65))%26)) ;
}}

void decipher ()

unsigned int i, j;
char input[50],key[10];
int value;
printf ("\n\nEnter Cipher Text: ");
scanf ("%$s",input) ;
printf ("\n\nEnter the key value: ");
scanf ("%$s" ,key) ;
for (i=0,j=0;i<strlen (input) ;i++, j++)
{
if (j>=strlen (key))
{ j=0; }
value = (toupper (input[i])-64) - (toupper (key[j])-64)
if( value < 0)
{ wvalue = value * -1;
}
printf ("%c",65 + (value % 26));
}}
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OUTPUT:

Turbo C++ IDE

1. Encrypt Text 2. Decrypt

Enter Your Choice - 1

Enter Plain Text: hai
Enter Key Ualue: hello

Resultant Cipher Text: OET
1. Encrypt Text 2. Decrypt

Enter Your Choice - 2

Enter Cipher Text: OET

Enter the key value: hello
Hi I
1. Encrypt Text 2. Decrypt

Enter Your Choice = 3

Text 3. Exit

Text 3. Exit

Text 3. Exit

RESULT:

Thus the Vigenere Cipher substitution technique had been implemented successfully.

18
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EX. NO: 1(E)

IMPLEMENTATION OF RAIL FENCE — ROW & COLUMN

TRANSFORMATION TECHNIQUE
AIMC
To write a C program to implement the rail fence transposition technique.
DESCRIPTION:

In the rail fence cipher, the plain text is written downwards and diagonally on
successive "rails" of an imaginary fence, then moving up when we reach the bottom rail.
When we reach the top rail, the message is written downwards again until the whole plaintext

is written out. The message is then read off in rows.

EXAMPLES

—

C=meam | S5 S
o0 e [
= ora O/ (T
(naB=n Bl oo B IO
a=mB3 | &=

o

vields the cipher

WIREEROQSUAEYVARBDEVSCACDOFESETYL.

ALGORITHM:

STEP-1: Read the Plain text.

STEP-2: Arrange the plain text in row columnar matrix format.

STEP-3: Now read the keyword depending on the number of columns of the plain text.

STEP-4: Arrange the characters of the keyword in sorted order and the corresponding
columns of the plain text.

STEP-5: Read the characters row wise or column wise in the former order to get the
cipher text.
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PROGRAM: (Rail Fence)

#include<stdio.h>
#include<conio.h>
#include<string.h>
void main ()
{
int 1i,3j,k,1;
char a[20],c[20],d[20];
clrscr();
printf ("\n\t\t RAIL FENCE TECHNIQUE") ;
printf ("\n\nEnter the input string : ");
gets(a) ;
l=strlen(a);

/*Ciphering*/
for (i=0,3J=0;i<1;i++)
{
if (i%2==0)
c[j++]=ali];
}
for (i=0;i<1;i++)
{
if (i%2==1)
c[j++]=alil;
}
cl[jl="'\0";
printf ("\nCipher text after applying rail fence
printf("\n%s",c);

/*Deciphering*/
if (1%2==0)
k=1/2;
else
k=(1/2)+1;
for (i=0,j=0; i<k ;i++)
{
d[jl=clil;
j=j+2;
}
for (i=k, j=1;i<1l;i++)
{
d[jl=clil;
j=j+2;
}
d[11="\0";
printf ("\nText after decryption : ");
printf ("%$s",d) ;
getch() ;
}

2"

20
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OUTPUT:

et Turbo C++ IDE

RAIL FEMCE TECHNIGQUE

Enter the input string : computer science

Cipher text after applying rail fence :
cmue cecoptrsine
Text after decryption = computer science

RESULT:

Thus the rail fence algorithm had been executed successfully.

21
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EX. NO: 2(A) IMPLEMENTATION OF DES

ALM:

To write a C program to implement Data Encryption Standard (DES) using C

Language.
DESCRIPTION:

DES is a symmetric encryption system that uses 64-bit blocks, 8 bits of which are
used for parity checks. The key therefore has a "useful” length of 56 bits, which means that
only 56 bits are actually used in the algorithm. The algorithm involves carrying out
combinations, substitutions and permutations between the text to be encrypted and the key,
while making sure the operations can be performed in both directions. The key is ciphered on
64 bits and made of 16 blocks of 4 bits, generally denoted k; to kis. Given that "only" 56 bits

are actually used for encrypting, there can be 2°° different keys.

The main parts of the algorithm are as follows:
Fractioning of the text into 64-bit blocks
Initial permutation of blocks
Breakdown of the blocks into two parts: left and right, named L and R
Permutation and substitution steps repeated 16 times

Re-joining of the left and right parts then inverse initial permutation

EXAMPLE:

| 64-bifinput | | 64-bit output |

[32bit R,y |

| 64-bitoutput | [ 64-bit input |

Encryption Decryption

22
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ALGORITHM:

STEP-1: Read the 64-bit plain text.

STEP-2: Split it into two 32-bit blocks and store it in two different arrays.

STEP-3: Perform XOR operation between these two arrays.

STEP-4: The output obtained is stored as the second 32-bit sequence and the original
second 32-bit sequence forms the first part.

STEP-5: Thus the encrypted 64-bit cipher text is obtained in this way. Repeat the same

process for the remaining plain text characters.

PROGRAM.:

DES.java

import javax.swing.¥*;

import java.security.SecureRandom;

import javax.crypto.Cipher;

import javax.crypto.KeyGenerator;

import javax.crypto.SecretKey;

import javax.crypto.spec.SecretKeySpec;

import java.util.Random ;

class DES {
byte[] skey = new byte[1000];
String skeyString;
static byte[] raw;
String inputMessage,encryptedData,decryptedMessage;

public DES ()

{

try

{
generateSymmetricKey () ;
inputMessage=JOptionPane.showInputDialog (null, "Enter
message to encrypt");
byte[] ibyte = inputMessage.getBytes() ;
byte[] ebyte=encrypt(raw, ibyte);
String encryptedData = new String(ebyte) ;
System.out.println ("Encrypted message "+encryptedData) ;
JOptionPane. showMessageDialog(null, "Encrypted Data
"+"\n"+encryptedData) ;
byte[] dbyte= decrypt(raw,ebyte) ;
String decryptedMessage = new String(dbyte) ;
System.out.println ("Decrypted message
"+decryptedMessage) ;
JOptionPane.showMessageDialog(null, "Decrypted Data
"+"\n"+decryptedMessage) ;

}

catch (Exception e)

{
System.out.println(e) ;

}

}

23
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void generateSymmetricKey () {
try {
Random r = new Random() ;
int num = r.nextInt (10000) ;
String knum = String.valueOf (num) ;
byte[] knumb = knum.getBytes() ;
skey=getRawKey (knumb) ;
skeyString = new String(skey);
System.out.println("DES Symmetric key = "+skeyString);
}
catch (Exception e)
{
System.out.println(e) ;
}
}
private static byte[] getRawKey(byte[] seed) throws Exception
{
KeyGenerator kgen = KeyGenerator.getInstance ("DES") ;
SecureRandom sr = SecureRandom.getInstance ("SHA1PRNG") ;
sr.setSeed (seed) ;
kgen.init (56, sr);
SecretKey skey = kgen.generateKey() ;
raw = skey.getEncoded() ;
return raw;
}
private static byte[] encrypt(byte[] raw, byte[] clear) throws
Exception ({
SecretKeySpec skeySpec = new SecretKeySpec (raw,
"DES") ;
Cipher cipher = Cipher.getInstance("DES") ;
cipher.init (Cipher.ENCRYPT MODE, skeySpec);
byte[] encrypted = cipher.doFinal (clear)
return encrypted;
}
private static byte[] decrypt(byte[] raw, byte[] encrypted)
throws Exception
{
SecretKeySpec skeySpec = new SecretKeySpec (raw,
"DES") ;
Cipher cipher = Cipher.getInstance ("DES") ;
cipher.init (Cipher.DECRYPT MODE, skeySpec);
byte[] decrypted = cipher.doFinal (encrypted) ;
return decrypted;
}
public static void main(String args[]) {
DES des = new DES();
}
}
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ncrypted message QUiahprri7o¢%E|i#71-Sx0
Decrypted message Computer science

N
:\>javac DES.java

:\>java DES
DES Symmetric key = #4>8

7

Enter message to encrypt

compute ri

[ 0K ‘ Cancel

Encrypted message QUimhr=i7o¢4Elie?1-
Decrypted message Computer science

E;\>,jauac DES. java
E:\>java DES

DES Symmetric key =
ncrypted message k’:ﬂaJ«[c/ RS>

Encrypted Data
# JR[a%O06U4( $>

LK |
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Encrypted message SQUlahgpr+i7o¢%E 921 -S>xo0
Decrypted message Computer science

E:\>
E:\>javac DES.java

E:\>java DES

DES Symmetric key = #4>8
Encrypted message 4HaJ«loz B S>
Decrypted message computer

Decrypted Data
computer

[lox ]

RESULT:

Thus the data encryption standard algorithm had been implemented successfully

using C language.

26
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EX. NO: 2(B) IMPLEMENTATION OF RSA

ALM:

To write a C program to implement the RSA encryption algorithm.
DESCRIPTION:

RSA is an algorithm used by modern computers to encrypt and decrypt messages. It
is an asymmetric cryptographic algorithm. Asymmetric means that there are two different
keys. This is also called public key cryptography, because one of them can be given to
everyone. A basic principle behind RSA is the observation that it is practical to find three
very large positive integers e, dandnsuch that with modular exponentiation for all

integer m:
(m%)?=m (mod n)

The public key is represented by the integers n and e; and, the private key, by the
integer d. m represents the message. RSA involves a public key and a private key. The public
key can be known by everyone and is used for encrypting messages. The intention is that
messages encrypted with the public key can only be decrypted in a reasonable amount of

time using the private key.

EXAMPLE:

Pick P and q

-
Calculate n=p*q
+
@ = (p-1)*(q-1)
-

Pick e

v

d = e*(mod-1 @)
+

C = pel*m-:::-d n

Il
P = cdmodn
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ALGORITHM:

STEP-1: Select two co-prime numbers as p and g

STEP-2: Compute n as the product of p and q

STEP-3: Compute (p-1)*(g-1) and store it in z.

STEP-4: Select a random prime number e that is less than that of z.
STEP-5: Compute the private key, d as e * mod™(2).

STEP-6: The cipher text is computed as message® * mod n.
STEP-7: Decryption is done as cipherdmod n.

PROGRAM: (RSA)

#include<stdio.h>
#include<conio.h>
#include<stdlib.h>
#include<math.h>
#include<string.h> long int
p,9,n,t,flag,e[100],d[100],temp[100],j,m[100] ,en[100],1i;
char msg[100];
int prime(long int);
void ce();
long int cd(long int);
void encrypt();
void decrypt();
void main ()
{
clrscr();
printf ("\nENTER FIRST PRIME NUMBER\n") ;
scanf ("%4d", &p) ;
flag=prime (p) ;
if (flag==0)
{
printf ("\nWRONG INPUT\n") ;
getch () ;
}
printf ("\nENTER ANOTHER PRIME NUMBER\n") ;
scanf ("%d", &q) ;
flag=prime(q) ;
if (flag==0]| | p==q)
{
printf ("\nWRONG INPUT\n");
getch() ;
}
printf("\nENTER MESSAGE\n") ;
fflush(stdin) ;
scanf ("%$s" ,msqg) ;
for (i=0;msg[i] '=NULL;i++)
m[i]=msg[i]’
n=p*q;
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t=(p-1) *(q-1) ;
ce();
printf ("\nPOSSIBLE VALUES OF e AND d ARE\n");
for (i=0;i<j-1;i++)
printf ("\n%1d\t%1ld",e[i],d[i]) ;
encrypt () ;
decrypt () ;
getch() ;
}
int prime(long int pr)
{
int 1i;
j=sqrt(pr);
for(i=2;i<=j;i++)
{
if (pr%i==0)
return O;
}
return 1;
}
void ce()
{
int k; k=0;
for (i=2;i<t;i++)
{
if (t%i==0)
continue;
flag=prime (i) ;
if (flag==1&&i!=p&&i'=q)
{ elk]l=i;
flag=cd(e[k]);
if (£1ag>0)
{
d[k]=flag;
k++;
}
if (k==99)
break;
o}
long int cd(long int x)
{
long int k=1;
while (1)
{ k=k+t;
if (k%x==0)
return (k/x) ;
}o}
void encrypt() ({
long int pt,ct,key=e[0],k,1len;
i=0;
len=strlen(msqg) ;
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while (i'=len) {
pt=m[i];
pt=pt-96;

k=1;

for (j=0; j<key; j++)
{ k=k*pt;
k=k%n;

}

temp[i]=k;
ct=k+96;
en[i]=ct;

i++;

}

en[i]=-1;

printf ("\nTHE ENCRYPTED MESSAGE IS\n");

for (i=0;en[i] !'=-1;i++)
printf ("%$c",en[i]);

}

void decrypt()

{

long int pt,ct,key=d[0], k;
i=0;

while(en[i] !'=-1)

{

ct=temp[i];

k=1;

for (j=0; j<key; j++)

{

k=k*ct;

k=k%n;

}

pt=k+96;

m[i]=pt;

i++;

}

m[i]=-1;

printf ("\nTHE DECRYPTED MESSAGE IS\n");
for (i=0;m[i] '=-1;i++)
printf ("%$c",m[i]) ;

}
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QUTPUT.

er. Turbo C++ IDE
ENTER FIRST PRIME HUMEER

EgTER AMOTHER PRIME NUMEER

ENTER HMESSAGE
hello

POSSIBLE VALUES OF e AMD 4 ARE

=
11

17

17

23

29

31 ?

THE ENCRYPTED MESSAGE IS

hadd2
THE DECRYPTED MESSAGE IS
hello

RESULT:

Thus the C program to implement RSA encryption technique had been implemented

successfully
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EX. NO: 2(C)

IMPLEMENTATION OF DIFFIE HELL MAN KEY EXCHANGE
ALGORITHM

To implement the Diffie-Hellman Key Exchange algorithm using C language.
DESCRIPTION:

Diffie-Hellman Key Exchange establishes a shared secret between two parties that
can be used for secret communication for exchanging data over a public network. It is
primarily used as a method of exchanging cryptography keys for use in symmetric encryption
algorithms like AES. The algorithm in itself is very simple. The process begins by having the
two parties, Alice and Bob. Let's assume that Alice wants to establish a shared secret with
Bob.

EXAMPLE:
il . Bzt
n [E2 Er n
s privale by b
o— o—
. 277 -
P |'.fd::~."I R
' "-.,_““_—j_".-"'l -
Charlie
ALGORITHM:

STEP-1: Both Alice and Bob shares the same public keys g and p.
STEP-2: Alice selects a random public key a.

STEP-3: Alice computes his secret key A as g mod p.

STEP-4: Then Alice sends A to Bob.
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STEP-5: Similarly Bob also selects a public key b and computes his secret key as B

and sends the same back to Alice.

STEP-6: Now both of them compute their common secret key as the other one’s secret

key power of a mod p.

PROGRAM.: (Diffie Hellman Key Exchange)

#include<stdio.h>
#include<conio.h>

long long int power (int a, int b, int mod)

{

long long int t;
if (b==1) return a;
t=power (a,b/2,mod) ;

if (b%2==0)
return (t*t)%mod;
else

return (((t*t)%mod) *a) %$mod;

long int calculateKey(int a, int x, int n)

}

return power (a,x,n);

void main ()

{

int n,g,x,a,y,b;

clrscr() ;

printf ("Enter the value of n and g : ");

scanf ("%$d%d", &n, &g) ;

printf ("Enter the value of x for the first person
scanf ("%d", &x) ;

a=power (g,x,n) ;

printf ("Enter the value of y for the second person
scanf ("%4d", &y) ;

b=power (g,y,n) ;

printf ("key for the first person is

%$11d\n" ,power (b,x,n)) ;

printf ("key for the second person is

%$11d\n" ,power(a,y,n));

getch () ;

")

")
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QUTPUT.

e eI

Enter the value of n and g = 7
7

Enter the value of x for the first person : 6
Enter the value of y for the second person = 15
key for the first perszon is = 1

key for the second person is : 1

RESULT:
Thus the Diffie-Hellman key exchange algorithm had been successfully implemented
using C.
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EX. NO: 2(D)

IMPLEMENTATION OF MD5

To write a C program to implement the MD5 hashing technique.
DESCRIPTION:

MD5 processes a variable-length message into a fixed-length output of 128 bits. The
input message is broken up into chunks of 512-bit blocks. The message is padded so that its
length is divisible by 512. The padding works as follows: first a single bit, 1, is appended to
the end of the message. This is followed by as many zeros as are required to bring the length
of the message up to 64 bits less than a multiple of 512. The remaining bits are filled up with
64 bits representing the length of the original message, modulo 2% The main N D5 algorithm
operates on a 128-bit state, divided into four 32-bit words, denoted A, B, C, and D. These are
initialized to certain fixed constants. The main algorithm then uses each 512-bit message

block in turn to modify the state.

EXAMPLE:
N B C D
v -« ™
FHe F e —
¥
oo
k J
Ki—PEH
b
i
(|
%Hd
A B & D
AL RITHM:

STEP-1: Read the 128-bit plain text.
STEP-2: Divide into four blocks of 32-bits named as A, B, C and D.
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STEP-3: Compute the functions f, g, h and i with operations such as, rotations,
permutations, etc,.

STEP-4: The output of these functions are combined together as F and performed
circular shifting and then given to key round.

STEP-5: Finally, right shift of ‘s’ times are performed and the results are combined

together to produce the final output.

PROGRAM:( MD5)

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include <math.h>
#include<conio.h>
typedef union uwb
{
unsigned w;
unsigned char b[4];
} MD5union;
typedef unsigned DigestArray[4]:
unsigned funcO( unsigned abecd[] ) {
return ( abed[l] & abecd[2]) | (~abcd[l] & abecd[3]):;}
unsigned funcl( unsigned abcd[] ) {
return ( abed[3] & abed[l]) | (~abcd[3] & abecd[2]):;}
unsigned func2( unsigned abcd[] ) {
return abecd[l] ~ abcd[2] * abecd[3];}
unsigned func3( unsigned abcd[] ) {
return abcd[2] * (abecd[l] |~ abcd[3]):;}
typedef unsigned (*DgstFctn) (unsigned al]):;
unsigned *calctable( unsigned *k)
{
double s, pwr;
int i;
pwr = pow( 2, 32);
for (i=0; i<64; i++)
{
s = fabs(sin(1+i));
k[i] = (unsigned) ( s * pwr );

return k;

}

unsigned rol( unsigned r, short N )

{
unsigned maskl = (1<<N) -1;

return ((r>>(32-N)) & maskl) | ((r<<N) & ~maskl);
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unsigned *md5( const char *msg, int mlen)

{
static DigestArray hO = { 0x67452301, OxEFCDABS89,

0x98BADCFE, 0x10325476 1};
static DgstFctn ff[] { &funcO, &funcl, &func2, &func3};

static short M[] = { 1, 5, 3, 7 };
static short O[] = { 0, 1, 5, 0 };
static short rotO[] = { 7,12,17,22};
static short rotl[] = { 5, 9,14,20};
static short rot2[] = { 4,11,16,23};
static short rot3[] = { 6,10,15,21};

static short *rots[] = {rot0, rotl, rot2, rot3 };
static unsigned kspace[64];

static unsigned *k;

static DigestArray h;

DigestArray abcd;

DgstFctn fctn;

short m, o, g;

unsigned f£f;

short *rotn;

union
{

unsigned w[1l6];

char b[64];
}mm;

int os = 0;

int grp, grps, q, p;

unsigned char *msg2;

if (k==NULL) k= calctable (kspace) ;
for (g=0; g<4; g++) h[gq] = hO[q]; // initialize
{

grps = 1 + (mlen+8)/64;
msg2 = malloc( 64*grps);
memcpy ( msg2, msg, mlen);
msg2[mlen] = (unsigned char)0x80;
q = mlen + 1;
while (g < 64*grps){ msg2[q] = 0; g++ ; }
{
MD5union u;
u.w = 8*mlen;
q-=8;
memcpy (msg2+q, &u.w, 4 );
}
}
for (grp=0; grp<grps; grp++)
{
memcpy ( mm.b, msg2+os, 64);
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for(g=0;g<4;q++) abcd[gq] = h[q]:;
for (p = 0; p<4; p++)
{
fctn = ff[p];
rotn = rots[p];
m = M[p]; o= O[p]l’
for (g=0; g<16; g++)
{
g = (m*q + o) % 16;

f = abecd[1l] + rol( abcd[0]+ fctn(abcd)+k[g+16*p]

+ mm.w[g], rotn[qg%4]):
abcd[0] = abed[3];
abcd[3] = abecd[2];
abcd[2] = abed[1l];
abcd[1] £;
}}
for (p=0; p<4; p++)
h[p] += abcd[p];
os += 64;
}
return h;}
void main ()

{

int j,k;
const char *msg = "The quick brown fox jumps over
the lazy dog";
unsigned *d = md5(msg, strlen(msg));
MD5union u;
clrscr();
printf ("\t MD5 ENCRYPTION ALGORITHM IN C \n\n");
printf ("Input String to be Encrypted using MD5
\n\t%s" ,msqg) ;
printf ("\n\nThe MD5 code for input string is: \n");
printf ("\t= 0x");
for (j=0;3<4; j++){
u.w = d[j];
for (k=0;k<4;k++) printf("%02x",u.blk]);
}
printf("\n");
printf ("\n\t MD5 Encyption Successfully
Completed!!!\n\n");
getch() ;
system("pause") ;
getch() ;}
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MD5 ENCRYPTION ALGORITHHM IN C

Input String to be Encrypted using MDS =
The guick brown fox jumps over the la=y dog

The MDS code for input stwing is =
= BxF87FfBcBf?7488cBf fS5718cBf6de?8cBf

MDS Encyption Successfully Completed?®t®

RESULT:

Thus the implementation of MD5 hashing algorithm had been implemented
successfully using C.

39




CS6711 SECURITY LABORATORY

EX. NO: 2(E) IMPLEMENTATION OF SHA-I

ALM:

To implement the SHA-I hashing technique using C program.
DESCRIPTION:

In cryptography, SHA-1 (Secure Hash Algorithm 1) is a cryptographic hash function.
SHA-1 produces a 160-bit hash value known as a message digest. The way
this algorithm works is that for a message of size < 264 bits it computes a 160-bit condensed
output called a message digest. The SHA-1 algorithm is designed so that it is practically
infeasible to find two input messages that hash to the same output message. A hash function
such as SHA-1 is used to calculate an alphanumeric string that serves as the cryptographic
representation of a file or a piece of data. This is called a digest and can serve as a digital

signature. It is supposed to be unique and non-reversible.

EXAMPLE:
A B ( D E
L* I
| >
./ /
~= M1 1 :. -
5 -.,""' L
<,
, A
1*11 1"-. 1'~1 = l{'-
% \ A LY J
'\ AY L
N e
T h b
| A T TR .
A B ( D E
ALGORITHM:

STEP-1: Read the 256-hit key values.

STEP-2: Divide into five equal-sized blocks named A, B, C, D and E.

STEP-3: The blocks B, C and D are passed to the function F.

STEP-4: The resultant value is permuted with block E.

STEP-5: The block A is shifted right by ‘s’ times and permuted with the result of step-4.
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STEP-6: Then it is permuted with a weight value and then with some other key pair and
taken as the first block.

STEP-7: Block A is taken as the second block and the block B is shifted by ‘s’ times and
taken as the third block.

STEP-8: The blocks C and D are taken as the block D and E for the final output.

PROGRAM.: (Secure Hash Algorithm)

import java.security.*;
public class SHA1l {
public static void main(String[] a) {
try {
MessageDigest md = MessageDigest.getInstance("SHAl") ;
System.out.println("Message digest object info: ");

System.out.println(" Algorithm = " +md.getAlgorithm()) ;
System.out.println(" Provider = " +md.getProvider()) ;
System.out.println(" ToString = " +md.toString())
String input = "";

md.update (input.getBytes()) ;

byte[] output = md.digest();
System.out.println() ;
System.out.println ("SHAl (\""+input+"\")
+bytesToHex (output) ) ;

input = "abc";

md.update (input.getBytes()) ;

output = md.digest() ;
System.out.println() ;
System.out.println ("SHALl (\""+input+"\")
+bytesToHex (output) ) ;

input = "abcdefghijklmnopqrstuvwxyz";
md.update (input.getBytes()) ;

output = md.digest() ;
System.out.println() ;
System.out.println("SHAl (\"" +input+"\") = "
+bytesToHex (output) ) ;
System.out.println(""),; }

catch (Exception e) ({
System.out.println ("Exception: " +e);

}

}

public static String bytesToHex (byte[] b)

{
char hexDigit[] = {('O', '1',6 '2', '3', '4', '5', 'e6',
'7', '8', '9', 'a', 'B', 'C', 'D', 'E', 'F'};
StringBuffer buf = new StringBuffer();
for (int j=0; j<b.length; j++) {




CS6711 SECURITY LABORATORY

buf.append (hexDigit[ (b[j] >> 4) & 0x0f]);
buf.append (hexDigit[b[j] & 0x0f]); }
return buf.toString(); }

OQUTPUT:

cv C:\WINDOWS\system32\cmd.exe

@<filename> Read options and filenames from file
F:\>javac SHA1l.java

essage digest object info:

Algorithm = SHA1

Provider SUN version 1.7

ToString SHA1 Message Digest from SUN, <initialized>

SHAL ("> = DA39A3EESE6B4BAD3255BFEF?560189BAFD8A70A?
SHAL("abc"> = A9993E364786816ABA3E25717858C26C2CDADESD
SHA1("abcdefghijklmnopgrstuvuxyz"> = 32D1BC7B8CF?6578CAB4CE37F2A19D84248D3A8Y

RESULT:

Thus the SHA-1 hashing technique had been implemented successfully.
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EX. NO: 3

IMPLEMENTATION OF DIGITAL SIGNATURE STANDARD

AIMC
To write a C program to implement the signature scheme named digital signature
standard (Euclidean Algorithm).

ALGORITHM:

STEP-1: Alice and Bob are investigating a forgery case of x and y.

STEP-2: X had document signed by him but he says he did not sign that document
digitally.

STEP-3: Alice reads the two prime numbers p and a.

STEP-4: He chooses a random co-primes alpha and beta and the x’s original signature

X.

STEP-5: With these values, he applies it to the elliptic curve cryptographic equation to
obtain y.

STEP-6: Comparing this ‘y’ with actual y’s document, Alice concludes that y is a

forgery.

PROGRAM: (Digital Signature Standard)

import java.util.*;
import java.math.BigInteger;
class dsaAlg {
final static BigInteger one = new BigInteger("1"
final static BigInteger zero = new BigInteger ("0"
public static BigInteger getNextPrime (String ans)
{

) ;
)

.
14

BigInteger test = new BigInteger (ans) ;
while ('test.isProbablePrime (99))

e:
{
test = test.add(one) ;
}
return test;
}
public static BigInteger £findQ (BigInteger n)
{

BigInteger start = new BigInteger ("2");
while (!'n.isProbablePrime (99))
{
while (! ((n.mod(start)) .equals(zero)))
{

start = start.add(one) ;
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}
n = n.divide (start);
}
return n;
}
public static BigInteger getGen (BigInteger p, BigInteger (g,
Random r)
{
BigInteger h = new BigInteger (p.bitLength(), «r);
h = h.mod(p) ;
return h.modPow ( (p.subtract(one)) .divide(q), p):
}
public static void main (String[] args) throws
java.lang.Exception
{
Random randObj = new Random() ;
BigInteger p = getNextPrime ("10600") ; /* approximate
prime */
BigInteger gq £findQ (p.subtract (one)) ;
BigInteger g = getGen(p,q,randObj) ;
System.out.println(" \n simulation of Digital Signature
Algorithm \n");
System.out.println(" \n global public key components

are:\n") ;

System.out.println("\np is: " + p);
System.out.println("\nq is: " + q);
System.out.println("\ng is: " + g);

BigInteger x = new BigInteger (qg.bitLength(), randObj);
x = x.mod(q) ;

BigInteger y g.modPow (x,p) ;

BigInteger k = new BigInteger (g.bitLength(), randObj);
k = k.mod(q) ;

BigInteger r = (g.modPow(k,p)) .mod(q) ;

BigInteger hashVal = new BigInteger (p.bitLength(),
randObj) ;

BigInteger kInv = k.modInverse(q) ;

BigInteger s = kInv.multiply(hashVal.add(x.multiply(r)))
s = s.mod(q) ;

System.out.println("\nsecret information are:\n");
System.out.println("x (private) is:" + x);

System.out.println("k (secret) is: " + k);
System.out.println("y (public) is: " + y);
System.out.println("h (rndhash) is: " + hashvVval);
System.out.println("\n generating digital signature:\n");
System.out.println("r is : " + r);

System.out.println("s is : " + s);

BigInteger w = s.modInverse(q) ;

BigInteger ul (hashVal.multiply(w)) .mod(q) ;

BigInteger u2 (r.multiply (w)) .mod(q) ;

BigInteger v = (g.modPow(ul,p)) .multiply(y.modPow (u2,p)):
v = (v.mod(p)) .mod(q) ;

System.out.println("\nverifying digital signature
(checkpoints)\n:") ;

System.out.println("w is : " + w);
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System.out.println("ul is : " + ul);
System.out.println("u2 is : " + u2);
System.out.println("v is : " + v);

if (v.equals(r))

{
System.out.println("\nsuccess: digital signature is
verified!\n " + r);

}

else

{
System.out.println("\n error: incorrect digital
signature\n ");

}

}

}

e C:AWINDOWS\system32\cmd.exe
E:\>javac dsaflg.java
E:\>java dsaflg

simulation of Digital Signature Algorithm
global public key components are:

p is: 18601
g ds= 53
g -ds= 5559

isecret information are:

generating digital signature:

: 42
HERs |

verifying digital signature <{checkpoints>

12
4

27
42

success: digital signature is verified!?

42
E:\>

RESULT:

Thus the simple Code Optimization techniques had been implemented successfully.
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EX. NO: 04

SECURE DATA STORAGE, SECURE DATA TRANSMISSION AND FOR
CREATING DIGITAL SIGNATURES (GNUPG)

ALM

Demonstrate how to provide secure data storage, secure data transmission and for
creating digital signatures (GnuPG).

INTRODUCTION:

Here’s the final guide in my PGP basics series, this time focusing on Windows

The OS in question will be Windows 7, but it should work for Win8 and Win8.1 as
well

Obviously it’s not recommended to be using Windows to access the DNM, but |
won’t go into the reasons here.

The tool well be using is GPG4Win

INSTALLING THE SOFTWARE:

1. Visit www.gpgdwin.org. Click on the “Gpg4win 2.3.0” button

Download

Gpgdwin 2.3.3 (Released: 2016-08-18)

You can download the full version (including the Gpgdwin compendium) of Gpgdwin 2.3.3 here

Gpgdwin 2.3.3 contains:

GnuPG 2.0.30

Rleopatra 2.2.0-gitfhdaedd
GPA 0.9.9

GpgOL 1.4.0

OpenPGP signature (for gpgdwin-23.3 exe) GpgEX 1.0.4

SHAT checksum (o gpywin2.33 exe) 67e13c4£308£ 6a70adS Tod3 1a£64a23803315308 Kowpendim (de) 5.0.0
” Compendiwn (en) 3.0.0
Changelog
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2. On the following screen, click the “Download Gpg4win” button.

Gpg4win - a secure solution...

3. When the “Welcome” screen is displayed, click the “Next” button

¥ Gpgdwin Setup

Welcome to the installation of
Gpg4win

Gpg4win is a installer package for Windows For EMail and file
encryption using the core component GnuPG for Windows.
Both relevant cryptography standards are supported,
OpenPGP and S/MIME. Gpg4win and the software included
with Gpg4win are Free Software.

Click Mext to continue,

This is Gpg4win version 2.3.2
file version 2.3.2.61025

release date 2016-07-05

[ Next > ] [ Cancel ]
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4. When the “License Agreement” page is displayed, click the “Next” button

¥ Gpgdwin Setup

( ‘ License Agreement
\ @ This software is licensed under the terms of the GNU General

Public License {GPL).

Press Page Down to see the rest of the agreement,

“pg4win consist of several independent developed packages, available under A~
different license conditions. Most of these packages however are available
under the GNU General Public License {GNU GPL). Common to all is that they
are free to use without restrictions, may be modified and that modifications
may be distributed. If the source files {i.e. gpgdwin-src-x.v.z.exe) are
distributed along with the binaries and the use of the GNU GPL has been
pointed out, distribution is in in all cases possible.

What follows are the terms of the GMU GPL; for a list of individual
copyright and license notices please see the installed README file.

In short: You are allowed to run this software for any purpose. You may distribute it as long
as you give the recipients the same rights you have received.

[ < Back ]l Mext > ] [ Cancel

J

5. Set the check box values as specified below, then click the “Next” button

¥ Gpgdwin Setup

(. \ @ Choose Components

Choose which features of Gpg4win you want ta install,

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue,

Select components to install: ;____ 1 Descriptioh

Kleopatra

[(ara

GpgoL

GpgEX

Gpg4win Compendium

Space required: 100,3MB

[ < Back " Mext > ] [ Cancel

J
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6. Set the location where you want the software to be installed. The default location

is fine. Then, click the “Next” button.

¥ Gpgawin Setup

(‘ \ @ Choose Install Location

Choose the folder in which to install Gpg4win.

Setup will install Gpg4win in the Following Folder, To install in a different folder, click Browse
and select another folder. Click Next to continue.

Destination Folder

1 ‘\Program Files\GNULGNUPG J [ Browse... ]

Space required: 100.3MB
Space available: 20.2GE

[ < Back ][ Mext = ] [ Cancel ]

7. Specify where you want shortcuts to the software placed, then click the “Next”

button.

¥ Gpgawin Setup

(‘ Install Options
\ @ Start links

Please select where Gpgdwin shall install links:

Start Menu
[]pesktop
[]Quick Launch Bar

(Only programs will be linked into the quick launch bar.)

[ < Back ][ Mext > ] [ Cancel
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8. If you selected to have a GPG shortcut in your Start Menu, specify the folder in
which it will be placed. The default “Gpg4win” is OK. Click the “Install” button

to continue

¥ Gpgdwin Setup

\. \ @ Choose Start Menu Folder

Choose a Start Menu folder For the Gpg4win shortcuts,

Select the Start Menu folder in which vou would like to create the program's shortcuts, You
can also enter a name to create a new folder.

| e

7-Zip ~
Accessories
Administrative Tools
Android Studio o
AMNSYS 10,0

ANSYS FLEXIm License Manager

ArgolJmML

Autodesk

Baidu Browser

Casper xXP

CCleaner

Cisco Packet Tracer v

[ < Back ]l Install ] [ Cancel ]

9. A warning will be displayed if you have Outlook or Explorer opened. If this

occurs, click the “OK” button.

0 ; pinentry e g

‘(_\ Enter passphrase

B e
_ PassphraQ.......'...‘.—.)

Quality: 0

Lo Cancel |
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10. The installation process will tell you when it is complete. Click the “Next”

button

¥ Gpgdwin Setup

g

‘L \ Installation Complete

\ @ Setup was completed successfully,
Completed

[.-.-.......I-I-.-.-.-.-.-.-.I..--.--.-.-......-I-.-.-.-q

Delete file: C:\Documents and Settingsiall Users\Start MenuiPrograms\Gpg4winiDoc... A
Delete file: C:\Documents and Settings\all Users\Start MenuiProgramsiGpg4winiDoc...
Delete file: C:\Documents and Settingsiall UsersiStart Menu\ProgramsiGpg4winiDoc...
Delete file: C:\Documents and Settingsiall Users\Start MenulPrograms\Gpg4winiDoc...
Delete file: C:\Documents and Settings\all Users\Start Menu\Programs\Gpg4winiDoc...
Create folder: C:\Documents and Settingsiall Users\Start Menu\ProgramsiGpg4win
Create folder: C:\Documents and Settingsiall Users\Start MenulPrograms\Gpg4winiD...
Create shortcut: C:\Documents and Settingsiall Users\Start MenuiPrograms\Gpgdwi. ..
Create shortcut: C:\Documents and Settingsiall Users\Start Menu'ProgramsiGpgdwi...
Create shortcut: C:\Documents and Settings\all Users\Start MenuiPrograms\Gpg4wi. ..
Create shortcut: C:\Documents and Settingsiall Users\Start MenuiPrograms\Gpgdwi. ..
Create shortcut: C:\Documents and Settingsiall UsersStart Menu\Programs\Gpg4wi. ..

emmbmd ik mllme s AP e Eile SV TR T e T s A i camiem b ]

£

11. Once the Gpgdwin setup wizard is complete, the following screen will be
displayed. Click the “Finish” button

¥ Gpgdwin Setup

GPG\\MiN Completing the Gpg4win Setup
Wizard

Your computer must be restarted in order to complete the
installation of Gpg4win. Do you want to reboat now?

(®) Reboot now

(1 want to manually reboat later
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12. If you do not uncheck the “Show the README file” check box, the README

file will be displayed. The window can be closed after you’ve reviewed it.

BEADMEen - Nuseped

File BSL Format Veew  Hep

REATING YOUR PUBLIC AND PRIVATE KEY

GPG encryption and decryption is based upon the keys of the person who will be

receiving the encrypted file or message. Any individual who wants to send the person an

encrypted file or message must possess the recipient’s public key certificate to encrypt the

message. The recipient must have the associated private key, which is different than the

public key, to be able to decrypt the file. The public and private key pair for an individual is

usually generated by the individual on his or her computer using the installed GPG program,

called

“Kleopatra” and the following procedure:
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1. From your start bar, select the “Kleopatra” icon to start the Kleopatra certificate

management software

| Notepad
— P

; Data Sources (ODBC)
@ Skype for Business 2015
0 Call Legging

»  All Programs

2. The following screen will be displayed

Y, »

1 Kieopatr

(i Yiew Cefiates Toos Setings Window Help

Scaturro, Anthony
Documents
Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

_ﬂ Import Certificates . oot Certificates

| cRedsplay & Stop Operation @8 Lookup Certifcates on Server L‘/ Cbboard'

|:-‘-JJ .., Alt+Q
L9 wycertfates | Tusted Certiates | Oter Crticates |

[My Certfcates K
x|

Name E-Mail Valid From Valid Until

Detils KeyD
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3. From the “File” dropdown, click on the “New Certificate” option

ile View Certificates igols Settings Window Help
(&5 New Certificate... Ctrl+N Redisplay  ,J) Stop Operation ‘ @8 Lookup Certificates on Server Lﬂz Clipboard

Ctrl+Shift+I
lee Import Certificates.., Ctrl+l rtificates | Al Certificates |

|My Certificates

@ Export Certificates.., Ctrl+E ] Valid Until I Details l Key-ID I

14 Export Secret Keys..,

% Export Certificates to Server.., Ctrl+Shift+E

=1 Decrypt/Verify Files...
=~ Sign/Encrypt Files...

Create Checksum Files...
Verify Checksum Files...

€ Close Crl+W

Quit Ctrl+Q

4. The following screen will be displayed. Click on “Create a personal OpenGPG key

pair’ and the “Next” button

Choose Certificate Format

Please choose which type of certificatevouwanttogeate,
el
@ Create a personal OpenPGP key pair
OpenPGP key pairs are created locally, and certified by your friends and
acquaintances. There is no central certification authority; instead, every
individual creates a personal Web of Trust by certifying other users' key

: pairs with their own certificate. i

@ Create a personal X.509 key pair and certification request
X.509 key pairs are created locally, but certified centrally by a certification
authority (CA). CAs can certify other CAs, creating a central, hierarchical
chain of trust.
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5. The Certificate Creation Wizard will start and display the following:

Enter Details

Please enter your personal details below. If you want more control over the certificate
parameters, dick on the Advanced Settings button.

Name: | (required)
EMail: | (required)
Comment: I (optional)

Nameis required, but empty, Advanced Settings... I

6. Enter your name and e-mail address. You may also enter an optional comment. Then,
click the “Next” button

Comment: |My certificate for GPG|

Anthony Scaturro (My certfficate for GPG) <scaturro@uhd. edu>
Advanced Setfings. .. I
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7. Review your entered values. If OK, click the “Create Key” button

Review Certificate Parameters

Please review the certificate parameters before proceeding to create the certificate.

Name: Anthony Scaturro
Email Address: scaturro@uhd.edu
Comment: My certificate for GPG

I~ show all details

Create Key

8. You will be asked to enter a passphrase

\'J ™ Cetificate Creation Wizard

Creating Key.. i

! Your key is b=ng aeat=d, ]

The process of areating @ key requres large amounts of rardem rumbets, To foster this .
Drocess, you can Lse the entry field below to enter some giobzrisn The texticelf dossnot [ ip
matter - only the rter-dharacter timng, You can also move this window around with your
mouce, or etart cone dick-ntencive application.
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9. The passphrase should follow strong password standards. After you’ve entered your
passphrase, click the “OK” button.

Dbt ‘ =X

10. You will be asked to re-enter the passphrase

f | b
Lo wlaS
Q Please re-enter this passphrase
~ Passphrase
X Cancel |
\ F J
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11. Re-enter the passphrase value. Then click the “OK” button. If the passphrases match,

the certificate will be created.

r B
3 pinentry B
Please re-enter this
Passphras_ sessesssssseses
oK Cancel
o = 4

12. Once the certificate is created, the following screen will be displayed. You can save a
backup of your public and private keys by clicking the “Make a backup Of Your Key
Pair” button. This backup can be used to copy certificates onto other authorized

computers.

r@

e

Key Pair Successfully Created

Your new key pair was created successfully. lease nd details on the result and some
sucgested next steps below.

~Result

Certificate aeated successfully.
Fingerprint: SCF546E0D74175F6S78D248AC B /802F 328213

Mzke a Backup Of Your Key Parr.. .

Send Certficate By EMail. ..

Upload Certificate To Directory Service. ..
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13. If you choose to backup your key pair, you will be presented with the following

screen:

A oo

GPG) <scaturro @uhd.edu> (2F328213):

Qutput file: |
[~ ASCII armor

Please select export options for Anthony Scaturro (My certificate for

]

14. Specify the folder and name the file. Then click the “OK” button.

Hease select expott options for Anthony Scaturro (My certificate for

ag

it
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15. After the key is exported, the following will be displayed. Click the “OK” button.

— —
(™ Secret Key Export Finishe.. @u

secret key successfully exported.

16. You will be returned to the “Key Pair Successfully Created” screen. Click the
“Finish” button.

O

Key Pair Successfully Created

Your new key pair wac created succesefully, Please find detais on the result and some
suggested next steps below.

Result

Certificate created successfuly,
Fingerprint: SCFS4650D74175F69 78D248AC 7B4D7802F 323213

—Next Steps

Send Certificate By EMail...

Upload Certificate To Directory Service...
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17. Before the program closes, you will need to confirm that you want to close the
program by clicking on the “Quit Kleopatra” button

TR

o Kleopatra may be used by other appications as a service,
You may insead want to dose this window without exting Kleopatra, '

[ Dorct ask again

() orly Cose Wnd04m Cace |

DECRYPTING AN ENCRYPTED E-MAIL THAT HAS BEEN SENT TO YOU:

1. Open the e-mail message

H 3 2 ¢ Incrypted body message - Message (HTML) T m®
MESEAGH Gpg0t MeAfes E-maiSean  ADORE DOV

2 Ta M 'j-n~>—-‘n 3 Mutes - 3 > I:l P 3'3} #rine Q

ke DK 2 (2 5 My ||

Junk~ Ddee  Feply ‘::I Formard T8 more - ¥ Comste New ¥ | Ve

) Relaned -
ok Cotogerie Foflom  Transiste Zowem
. Vp- ? Select

Desete epana Quick Stepn 3 [ Tage 3 Eanmg Zoom
45

2 Lund, Kurt
- ( J

1 Encryptod body message

aro. Mrtery

——BEGIN PGP MESSAGE ——
Version: GnuPG v2

HOEMASAC W1 3CKE EXAQgAWe xgibFsRES vusRCINC IXFISesMul Qlet VDvr 1v0KQr
KSYXQ07uUexpSalglmNLIPBIVYSUYISQF vk fube gihXoahkbPTLIMISIO TuyQ
ZCAMaZIWONIDOIgS Dpe O Aqk s Say ) a0
S8976SAAAIYLL/ K+ IHDTIOEZL/KT/NEgVASIVi+ aMYpXVVHSSQxOmg 1FeBI053EV
DwdToTDMBDOPba/yOVOVEBEGYVYIdmNTKppgUmal wikASh 2607 STWAGHKSSBE]
IALA3pc Q1B yYhicyfX: 1QyI9CgEH/2UL

JEa TS 2 Fwrnbono Unjuwd ) 1inwikdHdOs whe L IF9hey WISZ fponft gl 7Pfrmibs au 7P
S+rCBhGloKPEI FuAl +j0g001APYWQOE 0 76£Y L Qaectypd f
DCP&95+th7E 2 1PIgk/ DPVaUmL il L CMUent Tkl
cvon 3 1025 YOWa 1ySySh 3ojgW1uXCUNICWO
cOxSef1Q/DdervGe »gtbal QEZL VK apbBjcaxThE fvdfyepnZ udby PO+ kyByoSée tu
SROUANIDIFC 581 he TXSgws wel hir dGHTNOE2 /st WGR40 +CPO 74ubSaxl v/ 3el

DXL /VUIGEVDYIWFafHwaligeSEYATCoZ YAV RFDOGKwATEY Knxso/C Y5+ DAL VeXim
1 i T7a/GCIIFAIYSL QMONS70TS:504xe 0
DGYV

=fxCn

——END PGP MESSAGE ——




CS6711 SECURITY LABORATORY

2. Select the GpgOL tab

(rerypmd bedy memmgs - Merage 3 TML;

ADOEE ¥

und. Kurt

Erarypied body messape

——HEGIN PGP MESSAGE
Verdkon GG «2

FIUENAARAC VY S 30 KE 1XACg S 1 Tk Ln sun NI O Vot kel Ve IvOKGs
KSVXOD 7w lenpSai gLm MLIPBIAAUY ROQFE ke gBRpEPRLFTISIOT iyl

I VI SwOr DS TMT I8 17 O YNASO Bxf Agh Sy A PS Lt ywe DN T8 /S4g e
SRUIESAALA LA AHDTME 2 LAY SNGASI he 30V VISR 1 v P BAC | Y
DwdToTDMBOD b /y OV IV EBLEY VIdrN T ppg Uma L AABS2 XZ STWASHIGISS 1
ALABpc 4COwkpla b Qak e Br ey oy Disbn S SB AMUBDAN obs 1y C g D2 U

JR 0 AT UN VUL M TERIIPNID W IFINCy WIS/ porfEgL IrTauneausr

S rCBM PG TuAl +|0g00LAMHAQDE JCFORADITEFYLOG+ etypPubel wZ W
QU@ TV IE 38/ ot VIS AUSQed PV GUmLSGNUN W yAAL CRUMET Flolin
CYDIUNEAAEN ben PAVE MG 500 UM AWSAACNOD g ¥ OWa T ySySS 1 BaiqiVia e Uhwvicwe
COCSe JU/ICTYAC SRIEIUELLVISPG 352 2 TNENVITY e ol uXbyP T+ by@ydShey

ene JAMDINCHE he T XGgw! wet by GG MO S8 W40 C PO J Subballv /3¢t

DXL AVUGOVEIWE AT Haalig e SEYE T CaZY CYRFDOGEWALE RN/ CY S+ BBL VeXim
LLVISHF BOK 1N T7caf/ GCIFAD (A e pum N T G ITOMOAND 7O TE045 00
LW

-/xCr

END PGP MESSASGE

Message PITALY

WAdw o K ADOOE 101

Encrypted body messae

SN PP ME ALY
Vergon: GWiG «2

PO MASAC W 1 3CKE £ XACAWCIZIDFR DA s RO INCIOFSechiug 0L v D LaOKor
MSVNO0TUlenpS4i gL NLDB IV SUY ST 5 GRAXSREPILITISIOT wyQ
ZCAMIZEWOMD I &+ TMT Bt T 7D YNASO I Audh By RAPR e jywe DM D /S A -
SO TG LL/K B0 XA LLAKT /N Al Vi a MY XV 5800 g 1FellOy 30V
DwedTaTOMBDOPha/ /OV0rY/ GBI gYVidmA T poglima L wABR2 T STWASHIGSSST
1ALApC HOD Kpe SvQiEr Br ey ey I AnSIBW UBSLAN W1 QW9 CeBH 200
1% T 2F wactmo Y Unf ot Lintikedt idO s wie I90hc WIS fporf Eg L PPfrusie a L 71
S+rCBhcokPE[TuAl +{0g 00IAPY QDS 2RCFORG DT YL Qg ctypPubdl wiZ Mf
OCParth7E 2 1MPIgd/Sbud SISO PV LML EGNUNW Sy) AL ChUmE TRdL A
CYDIUSAATEMbem T MG DM AWSAAIHO gYOW ATy SySH T SoiqV U UMICWO
SO Y% deryvGe 4 gthndOETLVHap6 35 £x THE o pnZ by PO+ bySyoSheey
enoUANECIFCSIL he G vasthalr oG M0 /1t W34 O +C PO ddubiiakiy/Sel
DL LGBV AN 3 st g oS KR 82X VR DOGEWAI KT RN wer/C Y Sel B Vel im
LUVLENIRC K AOXLAe T7 el COIN A p A e pumWT CA EQMONIP?OTEL 0800
oew
wiatr

EINL M RIRANAGE
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4. A command window will open along with a window that asks for the Passphrase to
your private key that will be used to decrypt the incoming message.

= C:\Frogram'hle: (;c?é)\c-NU‘..‘muDL‘.‘._gogZ.exe = 2

* pinentry

- Flease enter the passohrase to unock the secretkey for the OperPGP certificats;
“Anthony Scaturra My certificate “or GPG) <scaturo®@uhd.edu-'
2048-bit REA kay, ID COFFS30A,
created 2016 02 11 (main key ID 2F323213)

Passphrase |

oK Cancel

5. Enter your passphrase and click the “OK” button

¢ pinentry r g

-

| Please enter the passphrase to unlock the secre: key for the OpenPGP certificate:
“Anthony Scaturro (My certificate for GPG) <scaturro@uhd.edu>"
2048-bit RSA key, ID COFF630A,
aeated 2016-02-11 (main key ID 2F328213).
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6. The results window will tell you if the decryption succeeded. Click the “Finish” button
top close the window

Results

Status and progress of the crypto operations is shown here.

All operations comple ted.

Cancel I

7. Your unencrypted e-mail message body will be displayed.

"2 ts. Frcrpsnad twaty vamnge  Mus wys WTihi) T 80 %
[Y[LLPY Lol Millen | wal laan ASOU U

8 &N

S lutbose Dmngt Yoy

(-

Cinwd Tened

B AN AR W
Lrarypted tady mesage
e, W

Lnthory,
Hore 8 1ample revage it the whele oy e

L
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8. When you close the e-mail you will be asked if you want to save the e-mail message in
its unencrypted form. For maximum security, click the “No” button. This will keep the
message encrypted within the e-mail system and will require you to enter your
passphrase each time you reopen the e-mail message

r R
Microsoft Outlook ﬁ

The properties of the message "Encrypted body message™ have been changed.

l \ Want to save your changes to this message?

Cancel

RESULT:

Thus the secure data storage, secure data transmission and for creating digital

signatures (GnuPG) was developed successfully.
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EX. NO: 05

WORKING WITH KF SENSOR TOOL FOR CREATING AND
MONITORING HONEYPOT

Honey Pot is a device placed on Computer Network specifically designed to capture
malicious network traffic. KF Sensor is the tool to setup as honeypot when KF Sensor is
running it places a siren icon in the windows system tray in the bottom right of the screen. If

there are no alerts then green icon is displayed.

INTRODUCTION:

HONEY POT:

A honeypot is a computer system that is set up to act as a decoy to lure cyber
attackers, and to detect, deflect or study attempts to gain unauthorized access to information
systems. Generally, it consists of a computer, applications, and data that simulate the
behavior of a real system that appears to be part of a network but is actually isolated and
closely monitored. All communications with a honeypot are considered hostile, as there's no
reason for legitimate users to access a honeypot. Viewing and logging this activity can
provide an insight into the level and types of threat a network infrastructure faces while
distracting attackers away from assets of real value. Honeypots can be classified based on
their deployment (use/action) and based on their level of involvement.

Based on deployment, honeypots may be classified as:

1. Production honeypots

2. Research honeypots
Production honeypots are easy to use, capture only limited information, and are used
primarily by companies or corporations. Production honeypots are placed inside the
production network with other production servers by an organization to improve their overall
state of security. Normally, production honeypots are low-interaction honeypots, which are
easier to deploy. They give less information about the attacks or attackers than research
honeypots.
Research honeypots are run to gather information about the motives and tactics of the Black
hat community targeting different networks. These honeypots do not add direct value to a
specific organization; instead, they are used to research the threats that organizations face and

to learn how to better protect against those threats.
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KE SENSOR:

KFSensor is a Windows based honeypot Intrusion Detection System (IDS). It acts as
a honeypot to attract and detect hackers and worms by simulating vulnerable system services
and trojans. By acting as a decoy server it can divert attacks from critical systems and
provide a higher level of information than can be achieved by using firewalls and NIDS
alone. KFSensor is a system installed in a network in order to divert and study an attacker’s

behavior. This is a new technique that is very effective in detecting attacks.

The main feature of KFSensor is that every connection it receives is a suspect hence it
results in very few false alerts. At the heart of KFSensor sits a powerful internet daemon
service that is built to handle multiple ports and IP addresses. It is written to resist denial of
service and buffer overflow attacks. Building on this flexibility KFSensor can respond to
connections in a variety of ways, from simple port listening and basic services (such as
echo), to complex simulations of standard system services. For the HTTP protocol KFSensor
accurately simulates the way Microsoft’s web server (I1S) responds to both valid and invalid
requests. As well as being able to host a website it also handles complexities such as range
requests and client side cache negotiations. This makes it extremely difficult for an attacker

to fingerprint, or identify KFSensor as a honeypot.
PROCEDURE:

STEP-1: Download KF Sensor Evaluation Setup File from KF Sensor Website.

STEP-2: Install with License Agreement and appropriate directory path.

STEP-3: Reboot the Computer now. The KF Sensor automatically starts during windows
boot.

STEP-4: Click Next to setup wizard.

STEP-5: Select all port classes to include and Click Next.

STEP-6: “Send the email and Send from email”, enter the ID and Click Next.

STEP-7: Select the options such as Denial of Service[DOS], Port Activity, Proxy Emulsion,
Network Port Analyzer, Click Next.

STEP-8: Select Install as System service and Click Next.

STEP-9: Click finish.
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SCREENSHOTS:

KFSensor Profession:

Exalration

= diew Scerario Sgndures Seblings Help
iR QR s HE = H YR Saia
=) St Duatdin Pr.. Mans ek 50, Messane ezt ed
O TP =) SJLIE0I2 S 5440 A 65 0,00 e 128 BEDamgmm .. BTRSSC P DA Packet i
qsu Clesed TCP Pocts & a5 SJLIZ012 55425 A LS a.ao T z0 15 CORFZ 05w soripl 5,0 PROSFIND [ZaronlEF
B | a0 T i ] SOR2 05 i soriph s, OPTIOME [ HTTRIL.[OC
R gza 0010 e 178 METDaagEm .. SIS T DM Packet i
FELLS dyez 0om TE £1 115 COvR2 L5 wed SRS, PROSFIND JZaronlBF -
B 53 DHoP 2 0.01o0 ToR E0 115 COMFE IS wies =ript s, OPTIORS [ HTTEJL.[OC
B us mecest an 000 e 138 MEDeesgmm .. COMAUTERIS
B 10 raks [=§1] 0.mo e 128 MEDamgmm .. FROMTCFFIEPC
B s =31 SJLJE0IE B:52:5E A 453 0,00 U 178 METDaagem .. COMFL
[ 1r SJLIE012 558154 AML 656 .m0 e 128 METDaamgmm .. SIS
B 139 kETsemns.. 16 4.010 2 128 METDEEgEm .. LS
FEI 15 0o e £8 DHCP denl 192,158, .1
11 amp e £7 DHEP LS
£ 445 HTes 12 000 e 158 MEDacagmm .. CIULDERT
B vierom e =Y 0on e 128 M Daagam .. ETPESC
@ sz as i SLIEDIZ B 5L AM 078 Q.m0 e &7 CHeR ETPS=0
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RESULT:

Thus the study of setup a hotspot and monitor the hotspot on network has been

developed successfully.
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EX. NO: 06

INSTALLATION OF ROOTKITS

AN

Rootkit is a stealth type of malicious software designed to hide the existence of
certain process from normal methods of detection and enables continued privileged access to

a computer.

INTRODUCTION:

Breaking the term rootkit into the two component words, root and kit, is a useful way
to define it. Root is a UNIX/Linux term that's the equivalent of Administrator in Windows.
The word kit denotes programs that allow someone to obtain root/admin-level access to the
computer by executing the programs in the kit — all of which is done without end-user

consent or knowledge.

A rootkit is a type of malicious software that is activated each time your system boots
up. Rootkits are difficult to detect because they are activated before your system's Operating
System has completely booted up. A rootkit often allows the installation of hidden files,
processes, hidden user accounts, and more in the systems OS. Rootkits are able to intercept

data from terminals,network connections, and the keyboard.

Rootkits have two primary functions: remote command/control (back door) and
software eavesdropping. Rootkits allow someone, legitimate or otherwise, to administratively
control a computer. This means executing files, accessing logs, monitoring user activity, and
even changing the computer's configuration. Therefore, in the strictest sense, even versions
of VNC are rootkits. This surprises most people, as they consider rootkits to be solely

malware, but in of themselves they aren't malicious at all.

The presence of a rootkit on a network was first documented in the early 1990s. At
that time, Sun and Linux operating systems were the primary targets for a hacker looking to
install a rootkit. Today, rootkits are available for a number of operating systems, including

Windows, and are increasingly  difficult to detect on any network.
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PROCEDURE:

STEP-1: Download Rootkit Tool from GMER website www.gmer.net.

STEP-2:

Malwares, Autostart, CMD of local host.

This displays the Processes, Modules, Services, Files, Registry, RootKit /

STEP-3: Select Processes menu and kill any unwanted process if any.

STEP-4: Modules menu displays the various system files like .sys, .dll

STEP-5: Services menu displays the complete services running with Autostart, Enable,

Disable, System, Boot.

STEP-6: Files menu displays full files on Hard-Disk volumes.

STEP-7: Registry displays Hkey Current_user and Hkey Local _Machine.

STEP-8: Rootkits / Malwares scans the local drives selected.

STEP-9: Autostart displays the registry base Autostart applications.

STEP-10:CMD allows the user to interact with command line utilities or Registry

SCREENOHOTO!

= | B ] |

Processes lModulesI Sewicesl Files ] F!egistry[ Hoolkik/MaIwareI Autos!anl CMD ]

Process | Parameters l PID | Memoryl Thr... | Handles | User time I Kernel time' - Kill pracess
System |dle 0 24 4 0 0.000 5038.925 || g
System 4 1372 132 913 0.000 70,730 i T
smss.exe 336 900 2 35 0.000 0.062 g i
svchost.exe 352 19236 20 571 1.201 1.466

corss e 468 4004 10 900 0033 1216 ¥ Restore SSDT
tintsvr.exe 484 42965 4 87 0.000 0.000

svchost exe 496 115504 22 641 35443 4243

svchost.exe 524 51824 52 1850 8.361 6.396 Restart
csfss.exe 588 13384 10 718 0.546 5.397

wininit.exe 596 3632 3 81 0.000 0187

winlogon.exe 632 5136 3 17 0.093 0.265 R e
services.exe B2 10384 8 342 0.829 1.466 I Lause
Isass.exe 700 117 10 1031 79.856 105.425

Ism.exe 708 409 10 229 0.078 0.078

audiodg.exe 752 27900 21 431 205000 2433

svchost.exe 804 9524 12 423 4976 5.974

svchost.exe 892 11792 10 517 0.951 0.920

MsMpEng.exe 964 48132 27 454 70668 4.664 Files...
WINWORD.EXE 938 59612 8 989 26.894 5.428

HPDrvMntSve.exe 1012 3228 4 7 0.015 0.000 M

Libraries I Threads]

Name I Size I Address [

Processes: 146

Command:

_] Run

o]

Cancel ‘
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r - - | @ ™y
Processes Modules l Services | Files | Registry | Rootkit/Malware | Autostart | CMD |
Name l File | Address I Size I -
ntoskml.exe \SystemP oothsystem324ntoskml.exe 0305C000 6193152
hal.dll \SystemB oot\system32%hal.dll 03013000 2939008
kdcom.dll \SystemR oot\system324kdcom.dll 00BCCOOD 40960 £
mcupdate_Genui.. \SystemRoot\system32%mcupdate_Genuinelntel.dll 00CO0000 323584
PSHED.dIl “SystemB oot\system324PSHED. dll 00C4FOO0 81920 =
CLFS.5YS \SystemPBoot\system32\CLFS.5YS 00CE3000 385024
Cl.dl \SystemP oot\system325CL.dIl 00CC1000 786432
Wdf01000.sys \SystemP oothsystem32\drivers\wdf01000.sys 00EA3000 671744
WDFLDR.SYS \SystemB oot\system32\drivers\wWDFLDR.SYS 00F47000  B1440
ACPl.sys \SystemB oot\system32\drivers\aCPl.sys 00F56000 356352
WHMILIB.SYS \SystemB oot\system32\drivers\wMILIB.SYS 00FADODD 36864
msisadrv.sys \SystemB oot\system32\drivershmsisadrv. sys 00FEE000 40960
pci.sys \SystemR oot\system32\drivershpci.sys 00FCO000 208896
vdryroot. sys \SystemB oothsystem32\drivers\vdrvroot. sys 00FF3000 53248
partmar. sys \SystemP oot\System32\drivershpartmar. sys 00EOOOOD 86016
compbatt.sys \SystemB oot\system32\DRIVERS\compbatt.sys 00E15000 36864
BATTC.SYS \SystemPoot\system32\DRIVERS\BATTC.SYS ODE1EOOD 49152
volmar.sys \SystemB oothsystem32\drivers\wvolmar. sys 00E24000 86016
volmars.sys \SystemR oot\System32\drivers\volmars. sys 00E3FO00 376832
mountmar. sys \SystemB oothSystem32\drivers\mountmar. sys 00DB1000 106496
1aStor.sys \SystemB oot\spstem32\DRIVERS \iaStor.sys 01034000 2138112
atapi.sys \SystemB oot\system32\drivershatapi.sys 01244000 36864
ataport.SYS \SystemB oot\system32\drivershataport. SYS 0124D000 172032
msahci.sys \SystemR oothsystem32\drivers\msahci.sys 01277000 45056
PCIDEX.SYS \SystemP oothsystem32\drivers\PCIIDEX.SYS 01282000 65536
amdxata.sys \SystemB oot\system324drivershamdsata. sys 01252000 45056
fltrgr. sys \SystemB oothsystem32\drivers\fltmar. sys 01290000 311296
fileinfo.sys \SystemB oothsystem324drivers\fileinfo. sys 012E9000 81920
Ntfs.sys \SystemRoot\System32\DriversiNifs.sps 01420000 1716224
MSIPC. Sys \SystemR oot\System32\Drivers\msrpc.sys 012FDO0D 385024
ksecdd.sys \SystemB oot\System32\Driverstksecdd.sys 01500000 110892 =
A AChabmra D m st Cinbmrn D Dirl imeal minm ain M1 200NN ACCO4A4
0K I Cancel
A T
Processes ] Modules Services I Files I Registry ] Rootkit/Malware | Autostart ] CMD |
Name l Start I File name ] Description [
.NET CLR Data
.NET CLR Netwo...
.NET CLR Netwo...
.NET Data Provid...
.NET Data Provid...
.NETFramework
1394ohci MANUAL \SystemRoot\system32\drivers\1334ohci.sys 1394 OHCI Compliant Host Controller
ACPI BOOT system32\drivers\&CPl.sys Microsoft ACPI Driver
AcpiPmi MANUAL \SystemR oothspstem32\drivers\acpipmi.sys ACPI Power Meter Driver
adp94sx MANLAL \SystemRoothsystem32\DBIVERS \adp94xx. sys
adpahci MANUAL \SystemRoot\system32\DRIVERS \adpahci.sys
adpu320 MANUAL \SystemRoothsystem32\DRIVERSYadpu320.sys
adsi
AelookupSve MANUAL ZsystemrootZhsystem32\svchost. exe -k netsves  @%SystemB oot%\system324aelupsve.dll,-2
AERTFilters AUTO C:\Program Files\Realtek\audio\HDAMMERTSr...  Andrea RT Filters Service
AFD SYSTEM \SystemPRoothsystem32hdrivershafd.sys @ZsystemrootZhsystem32\driversafd. sys,-1000
AgereSoftModem  MANUAL system32\DRIVERS \agrsmB4.sys Agere Systems Soft Modem
agpd40 MaNUAL \SystemR oot\system32\drivershagp440.sys Intel AGP Bus Filter
ALG MANUAL #%SystemBoot%\System32\alg.exe @%SystemRootZh\system32\Alg.exe,-113
alide MANUAL \SystemRoothsystem32hdrivershalide. sys
amdide MANUAL \SystemRoot\system32\drivers\amdide. sys
AmdK8 MANUAL \SystemRoothsystem32\DRIVERSY\amdk 8. sys AMD K8 Processor Driver
AmdPPM MANUAL \SystemR oothsystem32\DRIVERS\amdppm. sys AMD Processor Driver
amdsata MANUAL \SystemRoot\system32\drivers\amdsata. sys
amdsbs MANUAL \SystemRoot\system32\DRIVERS \amdsbs. sys
amdxata BOOT system32\drivers\amdxata. sys
AppHostSve AUTO ZwindirZ\system32\svchost.exe -k apphost @%windirZ\system32\inetsrvhiisres. dil,-30012
ApplD MANUAL \SystemRoot\system32\drivers\appid.sys @systemrootZhsystem32happidsve.dil,-103
ApplDSve MANUAL %SystemBoot%\system32\svchost.exe -k Local...  @Z%systemroot\system324appidsve.dil,-101
Appinfo MANUAL %SystemRoot%\system32\svchost.exe -k netsvcs  @%systemroot’\system324\appinfo.dil,-101
Apphgmt MANUAL Z%SystemRoot%Z\system32\svchost.exe -k netsves  @appmgmts. dil,-3251 =
- RAARI AL R et LA B =1 L] = = Ll SV
oK I Cancel
% = e - =
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7

L} = | =]
Processes | Modules | Services  Files ] Registry | Rootkit/Malware | Autostart | CMD |
ER= N5 |+ |3 $Recycle.Bin ([ oracle L] auton -
{3 Amulyaava — |20 .metadata @r | bootr —I
O HP _1a935bce5i07e0986680 (L PerfLogs (%] hiberf e
' {;' ProgramD ata 1 Amulyajava CJPHP ] msvey Q
{-:] Users . BigFishGamesCache (_ Program Files 9 pagef }
EH_:I $Recycle.Bin boot (1 Program Files (x86) | ] seleni
E-{] .metadata bridavanam (1 ProgramD ata j useri [~ Only hidden
E CRMapplication [ Recovery :'I Wind:
Documents and Settings (L selenium
eclipse (L1 selenium grid
1 GameHouse Games (12 selenium rc
1 HoneyBOT (L selenium server
HP (1 selenium-2.20.0
2 inetpub ([ Snort
Intel st
java [ SwSetup
jcart (C System Yolume Information
MSOCache I SYSTEM.SaY
MSR-Polytechnic Workshop (turbo
1 my project ([ Users
mysql (O wWindows
3 Program Files Netgear [;]W|ndowsEasyT ransfer
- : ns [ workspace
{1 Program Files [x86) Nslab [.md
#-{_] Windows e . ... .. S
{7 WindowsE asyT ransfer e | B I ;
G:
Cancel

B

RESULT:

Thus the study of installation of Rootkit software and its variety of options were

developed successfully.
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EX. NO: 07

WORKING WITH NET STUMBLER TO PERFORM WIREL ESS
AUDIT ON A ROUTER

AN

To perform wireless audit on an access point or a router and decrypt WEP and WPA
(Net Stumbler).

INTRODUCTION:
NET STUMBLER:

NetStumbler (Network Stumbler) is one of the Wi-Fi hacking tool which only
compatible with windows, this tool also a freeware. With this program, we can search for
wireless network which open and infiltrate the network. Its having some compatibility and
network adapter issues. NetStumbler is a tool for Windows that allows you to detect Wireless
Local Area Networks (WLANSs) using 802.11b, 802.11a and 802.11g. It runs on Microsoft
Windows operating systems from Windows 2000 to Windows XP. A trimmed-down version
called MiniStumbler is available for the handheld Windows CE operating system.

It has many uses:

Verify that your network is set up the way you intended

Find locations with poor coverage in your WLAN.

Detect other networks that may be causing interference on your network
Detect unauthorized "rogue™ access points in your workplace

Help aim directional antennas for long-haul WLAN links.

Use it recreationally for WarDriving.
PROCEDURE:

STEP-1: Download and install Netstumbler.

STEP-2: It is highly recommended that the PC should have wireless network card in order to
access wireless router.

STEP-3: Now Run Netstumbler in record mode and configure wireless card.

STEP-4: There are several indicators regarding the strength of the signal, such as GREEN
indicates Strong, YELLOW and other color indicates a weaker signal, RED
indicates a very weak and GREY indicates a signal loss.

STEP-5: Lock symbol with GREEN bubble indicates the Access point has encryption

enabled.
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STEP-6: MAC assigned to Wireless Access Point is displayed on right hand pane.

STEP-7: The next column displays the Access points Service Set Identifier[SSID] which is
useful to crack the password.

STEP-8: To decrypt use WireShark tool by selecting Edit  preferences  IEEE 802.11.

STEP-9: Enter the WEP keys as a string of hexadecimal numbers as A1B2C3D4E5.

SCREENSHOTS:

r 1
407 Network Stumbler - Softpedians1] B

@ File Edit View Device Window Help - [ &%

DEE|P D ¢E e -EEe a7

T Chamrek MAC ! | 550 | Name | Chan | Speed | Vendar

-@f Encryption Off
..... @ Encipption On

- ESS [Py

-8 1835 [Peer)

U CF Pollable

----- ! W] Shart Preamble

L fb'ﬂ FRCC

U short St Time (11g)
------ @f’ Default 551D

HE

W Fe €k Viw Devie Wrdm Hep 181X

DE@rO«FH-EHaale

=g Channes MAC [SSID [ Mame | Chan [ Speed | Vendor [ Type [ Enc. | SNA | Signah | Nowe. | SHRs
2y QUOFDBISE  delot 2 4hps 4 TR IR
N O 00FHIED ke § MMer ke AP N o® W

'4;5“:” @0FEEDCE  bus B SdMbps Lk AP WEP N 1M 8
L 9

6 L& detaul
W 4 Inkays
- T Fines

o Erceyphon O
Q Encryption On
"K‘ £5S (4P)
5’ 1855 Pee)
B CF Polable
B Gihoct Preasble
¥ Ao
B Shoet Slet Time (114)

o Do S50 Jl ] 1|
L T —— 7
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echari: Preferences - Profile: Default

NLIN
H245

H 501

H248

H263P

H264
HCI_ACL
Hilsches
HTTP

RC

ICMP
EEES8D2154
[EEE8021AH

-

IEEE 802 .11 wireless LAN

Reassemble fragmented 80211 datagrams: v
Ignore vendor-specific HT dements:
Call subdissector for tetranimitted 302.11 frames: v
Assume packets have FCS:
igrore the Protection bit: @ No Yes-w

Emabie decryption: v

Key examples: 0102030405 (40/64-bit WEP)
010203040506070805101111 213 (104/1 28~ bit WEP),
wpa-pwdMyPassword:MyAP] (WPA « plaintext password [+ S5
wp2-pric 0102030405, _S051 626364 (WPA + 255-bit key), Invalid k
Key =1:

wpa-pwdonetwothree:

ENADE GECryPUOT: 7

Key examples: 01:02:03:0405 (40/64-bit WEP),
010202040506070809101111 213 (1047128 bt WEP)

WEP key ®1:  wpa-pwdionetwothre=FO

WEP key #2: wpa-pwdinduction

WEP key #3:

Adding Keys: Wireless Toolbar

If the system is having the Windows version of Wireshark and have an

AirPcap adapter, then we can add decryption keys using the wireless toolbar.

If the toolbar isn't visible, you can show it by selecting View  Wireless
Toolbar.

Click on the Decryption Keys button on the toolbar:
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donp:ap - Wireshark
ow Qo Coptwe Amlyce Jolisics Tdephony Tooks  Help

UM BAXBE NevaTa RAAD OB B

v Eipression.. Cler Apgly
Channel Offsst FCS Filbesr | AN Frame | Wireshark "—] Wireless Settnde.. Decryption Keys..
¢ Source ¢ Destination { Protocol ¢ Info
143 AUD T U0 82:30.34 plloduldst AKY WU [34S 194,400,007 1E1) LY. 100,00 00

This will open the decryption key management window. As shown in the window you

can select between three decryption modes: None, Wireshark and Driver:

| |8 Decryption Key Management |
Decryption Keys

Wireshark E Select Decryption Meode
Nomne Key SSIiD New
Wireshark stwothree FOUR Edt...
Oriver uction

Deiete

Up
Down
QK Apply Cancel

RESULT:
Thus the wireless audit on an access point or a router and decrypt WEP and WPA

(Net Stumbler) was done successfully.
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EX. NO: 08

WORKING WITH SNORT TOOL TO DEMONSTRATE INTRUSION
DETECTION SYSTEM

AN

Snort is an open source network intrusion detection system (NIDS) and it is a packet

sniffer that monitors network traffic in real time.
INTRODUCTION:
INTRUSION DETECTION SYSTEM :

Intrusion detection is a set of techniques and methods that are used to detect
suspicious activity both at the network and host level. Intrusion detection systems fall into
two basic categories:

Signature-based intrusion detection systems
Anomaly detection systems.

Intruders have signatures, like computer viruses, that can be detected using software.
You try to find data packets that contain any known intrusion-related signatures or anomalies
related to Internet protocols. Based upon a set of signatures and rules, the detection system is

able to find and log suspicious activity and generate alerts.

Anomaly-based intrusion detection usually depends on packet anomalies present in
protocol header parts. In some cases these methods produce better results compared to
signature-based IDS. Usually an intrusion detection system captures data from the network
and applies its rules to that data or detects anomalies in it. Snort is primarily a rule-based

IDS, however input plug-ins are present to detect anomalies in protocol headers.

SNORT TOOIL_:

Snort is based on libpcap (for library packet capture), a tool that is widely used in
TCP/IPtraffic sniffers and analyzers. Through protocolanalysis and content searching and
matching, Snort detects attack methods, including denial of service, buffer overflow, CGI
attacks, stealthport scans, and SMB probes. When suspicious behavior is detected, Snort

sends a real-time alert to syslog, a separate ‘alerts' file, or to apop-up window.

Snort is currently the most popular free network intrusion detection software. The

advantages of Snort are numerous. According to the snort web site, “It can perform protocol
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analysis, content searching/matching, and can be used to detect a variety of attacks and

probes, such as buffer overflow, stealth port scans, CGI attacks, SMB probes, OS

fingerprinting attempts, and much more” (Caswell).

One of the advantages of Snort is its ease of configuration. Rules are very flexible,

easily written, and easily inserted into the rule base. If a new exploit or attack is found a rule

for

the attack can be added to the rule base in a matter of seconds. Another advantage of

snort is that it allows for raw packet data analysis.

PR

SNORT can be configured to run in three modes:

1. Sniffer mode
2. Packet Logger mode
3. Network Intrusion Detection System mode

1. Sniffer mode
Snort —v Print out the TCP/IP packets header on the screen
Snort —vd show the TCP/IP ICMP header with application data in transmit

2. Packet Logger mode
snort —dev -l c:\log [create this directory in the C drive] and snort will
automatically know to go into packet logger mode, it collects every packet it
sees and places it in log directory.
snort —dev -l c:\log —h ipaddress/24:This rule tells snort that you want to
print out the data link and TCP/IP headers as well as application data into the
log directory. snort —I c:\log —b This is binary mode logs everything into a
single file.

3. Network Intrusion Detection System mode
snort —d c:\log —h ipaddress/24 —c snort.conf This is a configuration file
applies rule to each packet to decide it an action based upon the rule type in
the file.
Snort —d -h ipaddress/24 —I c:\log —c snort.conf This will cnfigure snort to
run in its most basic NIDS form, logging packets that trigger rules specifies in

the snort.conf.

EDURE:

STEP-1: Sniffer mode snort —v  Print out the TCP/IP packets header on the screen.
STEP-2: Snort -vd  Show the TCP/IP ICMP header with application data in transit.

79




CS6711 SECURITY LABORATORY

STEP-3:

STEP-4:

STEP-5:
STEP-6:

STEP-7:

STEP-8:
STEP-9:

Packet Logger mode snort —dev —I c:\log [create this directory in the C drive]
and snort will automatically know to go into packet logger mode, it collects every
packet it sees and places it in log directory.

snort —dev I c:\log —h ipaddress/24 This rule tells snort that you want to print
out the data link and TCP/IP headers as well as application data into the log
directory.

snort -l c:\log —b this binary mode logs everything into a single file.

Network Intrusion Detection System mode snort —d c:\log —h ipaddress/24 —
snort.conf  This is a configuration file that applies rule to each packet to decide
it an action based upon the rule type in the file.

snort —d —h ip address/24 —I c:\log —c snort.conf  This will configure snort to run
in its most basic NIDS form, logging packets that trigger rules specifies in the
snort.conf.

Download SNORT from snort.org. Install snort with or without database support.

Select all the components and Click Next. Install and Close.

STEP-10: Skip the WinPcap driver installation.

STEP-11: Add the path variable in windows environment variable by selecting new

classpath.

STEP-12: Create a path variable and point it at snort.exe variable name  path and variable

value  c:\snort\bin.

STEP-13: Click OK button and then close all dialog boxes. Open command prompt and type

the following commands:
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INSTALLATION PROCESS :

o en2s02 5o R =t

Installation Options
Select which configuration options you want installed C’

All windows versions of Snort already contain support for logging to MySQL and ODBC
databases, Please select any additional functionality that you desire.

élﬁdonotplmblogtoadatabase,orlamplarrhg to log to one of the databases listed
= @bove

.

™ I need support for logging to Micosoft SQL Server. Note that the SQL Server dient
- software must already be installed on this computer,

. I need support for logging to Orade. Note that the Orade dient software must already
' be installed on this computer,

[ <Back [ next> ] [ cancel |

3 CIPROGRA~IUMF21~-1. 1\lib\soun...
2LUSERPROFILE%\AppData\Local\Temp
SLUSERPROFILE%: \AppData\Local\Temp

[ mNew... || Edit.. || Delete

Value

.;c:\Program Files\Javagre 1.6.0Vib\ext...
C:\Windows\system32\cmnd.exe

NO

g

[ New.. [[ ede.. |
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E¥ Acministrator; CiWindows\system32\cmd.exe - snart -

IDP TTL:128 TOS:Bx@ ID:9@3 Iplen:2d DgmLen:?78
Lien: 5@

=t=4=¢4=4=+4=4=4=4=4=4=4=¥4=4+=+=4=4+=4=4=4+=4=4=4=+=4=4=+=¥4=4=4=4=4=4=4=

[A3/20-12:13:57.248341 192.168.56.1A1:63658 -> 224.0.8.252:5355
EDP Tg%:i T05:8x8 ID:984 IpLen:2@ DgmLen:58
en:

=t=4=4=4=4=4=+=+=4=4=4=4=4=+=4=4+=4=4+=4+=¥=4=4=+=4=4=+=4=4=4=4=4=4=4=

B3/28-12:13:57,348568 192.168.56.1A1:63650 - 224.8,4.252:5355

UDP TTL:1 TOS:Bx@ ID:985 Iplen:2@ DgmLen:5@

Len: 22
==l m e ==

H3/20-12:13:57.548888 192.163.56.1A1:137 -> 192.168.56.255:137

UDP TTL:128 TOS:Bx@ ID:986 Iplen:2A DgmLen:?8
Len: 58

=t=4=4=4=4=4=+=+=4=4=4=4=4=+=4=4+=4=4+=4+=¥=4=4=+=4=4=+=4=4=4=4=4=4=4=

H3/20-12:11:58.2989@7 192.168.56.1A1:137 -> 192.168.56.255:137

UDP TTL:128 TOS:Bx@ ID:987 IpLen:2@ DgmLen:'78
Len: 58

=t=4=4=4=4=4=+=+=4=4=4=4=4=+=4=4+=4=4+=4+=¥=4=4=+=4=4=+=4=4=4=4=4=4=4=

=4=4=

=4=4=

=)=

=4=4=

=4=4=
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RESULT

Snort tool was done

ion using

detect

instruction

Thus the demonstration of the

successfully.
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